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Il pause W clear

pressure: "1014.72"

71" pressure: "1014.71"

uplink downlink activation ack error
Filters
time counter port
a 23:04:19 3 10 payload: 03 0000 E6 2AD341D35B8D 42 CCAD7D44 humidity: "71"
A 23:03:51 2 10 payload: 03 0000A351D341C0398D42 5FAD7D44 humidity: "7
a 23:03:23 i ; 10 payload: 03 0000 6178 D341 2F E68C42 38AB7D44 humidity:

"7@" pressure: "1014.68"
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B gt e b v s mee e x o |ngtruccions pas a pas:
<> Code Revisions 48 Stars 67 Forks 21 Embed +  <script src="https://g: [  Download ZIP
ey _ hitps:/gist.github.com/xoseperez/e23334910fb45b0424b35c422760ch87

Raspberry Pi 3 loT Home Server

Presentation

http://tinkerman.cat/rpi3_iot_server.pdf (Catalan)

Get the latest image and flash the SD card
« download the latest image
$ wget --output-document=raspbian.img.zip https://downloads.raspberrypi.org/raspbian_lite_latest

* locate the destination volume

$ unzip -p raspbian.img.zip | sudo dd of=/dev/mmcblke bs=4M conv=fsync

* mount the SD card

« windows users might want to install http://www.paragon-drivers.com/extfs-windows! to read/write EXT4 partitions

* |ocate the boot and rootfs pamnons (on bare Windows machines on\y boot pamnon is VISIb\e)

* enable ssh by default:

$ cd /media/$USER/boot
$ touch ssh

« configure the wifi connection (optional):

$ cd /media/$USER/boot

mosauitto


https://gist.github.com/xoseperez/e23334910fb45b0424b35c422760cb87

TAL- LACIO AMB DOCKER

1ttncat / ttncat-docker-compose @uUnwaich~ 2 ASar 1 YFork 2
< Code () Issues 0 Pull requests 0 Security Insights

“his repository contains a docker-compose project based around Mosquitto, Node-RED, InfluxDB and Grafana _ htipy/ttn.cat

® 10 commits 1 branch © Oreleases 481 contributor 4 GPL-3.0

https://github.com/ttncat/tthcat-docker-compose

Branch mastor = | New pull request Creatonowflle  Uploadties  FindFlle (il o

B xosoporez Configuration fle o run on a Raspoerry P Latest commit 8838906 on Jan 22
i images Initial commit 5 months ago
i mosquitto Initial commit 5 months ago
i nodered-rpi Configuration file to run on a Raspberry Pi 5 months ago
i nodered Inital commit 5 months ago
) LICENSE Update readme and license 5 months ago
5) README.md Configuration file to run on a Raspberry Pi 5 months ago
[£) docker-compose-rpi.yml Configuration file to run on a Raspberry Pi 5 months ago
[£) docker-compose.ymI Inital commit 5 months ago
[7) tincat-docker-compose service Added autorun service config file 5 months ago
README.md ;

TTN Catalunya Data Analysis Environment

This repository contains a docker-compose project based around Mosquitio, Node-RED, InfluxDB and Grafana. The goal is
to have an easy-to-deploy test enviroment for our workshops, and thus, itis not meant for production environment.

\
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Installation

In order to run the project there are a number of steps you have to do. These are quite general steps when working with git
and docker and we will ry to go throu them. Butif you have no background on git or docker we recommend you to take
alook at these tutorials.

$ git clone https://github.com/ttncat/ttncat-docker-compose.git

$ cd ttncat-docker-compose
$ docker-compose up

docker

2
0..
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https://github.com/ttncat/ttncat-docker-compose
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p § 9 ®  admin [admin] v

Isard VDI =

Wescome (- Desktops
Administrator
Download display file

GENERAL List of desktops

Plataforma Open Source
(AGPL3) de virtualitzacio
d’escriptoris kilometre zero!

http://www.isardvdi.com &) Deskiops e
& Templates

Search

Action Display Status Name Media

O Media

ADMINISTRATOR

R Stated  Windows 10 audio
compress i

cutea KDE Neon

_admin_Windows_10_ v A~ (X Stopped andorid

_admin_KDE_Neon:1 - v,

File View Sendkey Help

=) S File View Sendkey Help
Stopped

f Hypervisors -
Aquest Paperera de
ordinador reciclatge
[+ Updates

£ config Stopped debian9 ngif

https://isard O D B 1A 124

Stopped 9999999


http://www.isardvdi.com

[SARD VDI - SERVIDOR LOCAL e s

CATALUNYA

IP: 192.168.2.100
Usuari: isard##
Mot de pas: pirineus

+ J Add new desktop

Desktop namg and description

Description

Select a template

Type ‘ roup U%

min Administrator

lemplate debian-10.1-ttncat

Showing 1to 1 of 1 templates

".':Set:hardware‘:‘: Create desktop )
’ . —d




SARD VDT - CLIENT SP1CE

Accés via navegador:
Navegador Chromium/Chrome 1
seleccionar “Spice Browser”

Accés via aplicacié:
Installar Virt-Viewer 1
seleccionar “Spice
Application”

Debian/Ubuntu based distros:
sudo apt install virt-viewer -y

RedHat/Cent0S/Fedora based distros:
sudo dnf dinstall remote-viewer -y

Windows 32 i 64bits:
https://virt-manager.org/download/sources/
virt-viewer/

“:g Isard VDI =

< Desktops

List of desktops

:J entries

Action

GENERAL

m Desktops

?  About Display Status Viewer

Stopped

N How to connect to desktops

« Spice client app

- Cmina O VAN hrauanr al liand

Search
Media

Name

ttncat-taller

Previous

> Debian/Ubuntu based distros: sudo apt install virt-viewer -y
RedHat/CentOS/Fedora based distros: sudo dnf install remote-viewer -y

isard01 [user] v

+ Add new



SARD VDI - MAQUINA VIRTUAL

Debian 10.1 amb:

Mosquitto
Node-RED
InfluxDB
Grafana

Usuari: 1isard
Mot de pas: pirineus

Fle Edit View History Bookmarks Tools Help

% Desktops | Isard VDI XIEE

«) > C & | @ o f hupsiocalho W% | e @ B Q‘

%2 Most Visited @ Getting Started

+rinoo 0@ wn0naoe

Isard VDI

GENERAL

3 pesktops

?  About

[ Desktops

List of desktops
|

v| 10 [xfentries

Action | Display

N\ How to connect to desktops

« Spice client app

> Debian/Ubuntu based distros: sudf

RedHat/CentOS/Fedora based distf

« Spice & VNC browser client

S 0

File View Sendkey Help
" Applications

‘uncat-taller [ENCRYPTEDIJ:1 - Prem SHIFT+F12 per sortir - Remote Viewer
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DESCRIPCIO DE LES EINES



() wosquIme

mosavitto
MQTT
e Message Queueing Telemetry Transport

Protocol de missatgeria especialment
dissenyat per telemetria (sensors)

e Patrdé publish/subscribe

e Quality of Service (QoS)

e Distribuit (bridging)

e Open Specification
Mosquitto

e Broker MQTT
e Open Source

/: QTT-
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CATALUNYA

E NODE-RED e

Aplicatiu BI visual (drag & drop)
Logica basada en nodes i fluxes
Basat en node.js (~javascript)
Suport MQTT per defecte

Open source

Comunitat gran i activa
Aplicatiu web

Fhola .—— mqtt‘f

a0
i " ] o




Selector d’espai
de treball
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Desplegament

/ de canvis

.z

Configuracio

Missatges de
depuracié

Informacioé
del node
seleccionat

Zona
d’informacio

& Node-RED x o+
-
Cercador
localhost:1880/#flow/8ddJad7¢c
de nodes € 52 C 0 @ localhos d
=<, Node-RED
K Flow 1 + || i info i
v input v Information
Node "ablda22e.386e"
inject z
Biblioteca = E termostat Name tancar calefaccio
catch 0 T maqtt out
de nodes &l Lo Ll
— __—~)  tancar calefacci6 W me
logica @ connected
ik \L + Node Help
obrir calefaccié :
— Connects to a MQTT broker and publishes
i messages.
http v Inputs
websocket payload
most users prefer simple text payloads,
. but binary buffers can also be published.
Espai de o i
opic
treball udp the MQTT topic to publts&.
- qos u
Hnevent 0, fire and forget - 1, at least once - 2,
: once and once only. Default 0.
ttn uplink .
- 3 retain

S T T !

i missatges
de depuracié




& NoDe-HED - MISSATCE

objecte que es passa d’un node a un altre
acostuma a estar en format JSON
estructura i propietats arbitraries, pero
sovint presenta un topic i un payload

de vegades conté informacié de
configuracidé pels nodes

"topic":"/device/rfmé9gw/rssi",
"payload":"-36",

"gqos":0,

"retain":false,

" _msgid":"6336dfbc.26b45"

CATALUNYA



2= N0DE-RED - NODE

rep un missatge i el processa

una o cap entrada

cap, una o més sortides

pot descartar el missatge

fa una Unica cosa

es pot preconfigurar o

pot agafar la configuracidé del missatge
biblioteca de nodes precarregada
milers d’extensions amb desenes de
milers de nodes
(https://flows.nodered.org)

T
: mmwp:f

)
switch

change

email

(o]

email
aQ
sunrise =

&0

feedparser
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== 0DE-RED - FLUXE

e conjunt de nodes connectats

e pot tenir mdltiples ramificacions

e es pot dividir en diferents espais de
treball amb nodes tipus “link”

e compte amb els bucles!

Create messages

door [ ‘ hanged ' door
] temperature R — dT>2° { temp
humidity 50 dH>10% 5 humidity
] washer ——{—— washer
necte =1
1 dryer — —_— '— £ dryer
st |
espurna e e e build
Send messages
—_ parse — yield =~ switch ;f"_'
AREE -1
@ Success
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http://localhost:1880

e Elnode MQTT rep el missatge de
TTN i el node JSON converteix el
payload de string a json. —— :

e Elpodem veure amb el node uplink ——"E 8
“debug” ® connected

e  “Split” en un node “function” que
separa el payload en valors

TTN a NodeRED |

discrets

e | es passen individualment a nodes
tipus “chart”
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uplink
3 . conne

d

ACCESS KEYS

default key devices  message

curs_upc_cim

nodered

~

-

Q@ Server ttn
= Topic +/devices/+/up
® QoS 2 j
® Output a parsed JSON object
¥ Name uplink
% Name ttn

Connection 1 Security Messages

& Username ttncat-taller

& Password esccccce

¥ Name xp_test
Connection
@ Server eu.thethings.n

&) Enable secure (SSL/TL#) connection

TLS Configuratiol TLS configuration

9 Client ID
live time (s) 60 B Use clean session

Use legacy MQTT 3.1 support

Messages

Port | 8883

r

7] Use key and certificates from local files

[3 Certificate & Upload

[3 Private Key & Upload
Passphrase

[2 CA Certificate £ Upload

B Verify server certificate

£ Server Name

¥ Name

matt-ca.pem

THE THINGS
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uplink

connected

PN

=
- - THE THINGS
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{

"topic":"ttncat-taller/devices/wcbn2-01/up",
"payload":{

"app_id":"ttncat-taller",

"dev_1id":"wcbn2-01",

"hardware_serial":"3834313933085223",

"port":10,

"counter":1,

"payload_raw":"AwAARprSQb8SjkJ+s31E",

"payload_fields":{

"humidity":"71",
"pressure":"1014.80",
"temperature":"26.33"

},

"metadata":{
"time":"2019-09-17T21:14:50.777512035Z",
"frequency":868.1,
"modulation":"LORA",
"data_rate'":"SF8BW125",
"airtime":123392000,
"coding_rate":"4/5",
"gateways":[...]

}

1,

Ilqosll :0 s

"retain":false,
"_msgid":"43dbeaa.c538214"



== 100E-RED - DASHBOARD
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Edit function node

\f——\_‘_— Delete Cance

split S
v node properties

¥ Name
split &~
# Function &
1 var out = [];
2 out.push({"payload": parseFloat(msg.payload.temperature)});
3 out.push({"payload": parseFloat(msg.payload.pressure)});
4 out.push({"payload": parseFloat(msg.payload.humidity)});
5 return out;

3¢ Outputs

See the Info tab for help writing functions.



Edit chart node

v node properties

&8 Group [BME280] Temperature vi| &
& Size auto

1 Label Last hour

|2 Type |~ Line chart v ¥l enlarge points
X-axis last | 1 hours v/ OR points
X-axis Label v HH:mm:ss

Y-axis min| 10 max 20

Legend None v Interpolate linear

Blank label
Use deprecated (pre 2.5.0) data format.

¥ Name temperature

,
o
(<]
-]
@

& NODE-RED - DASHBOARD

<+

N
THE TH
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Edit gauge node

v node properties

&8 Group [BME280] Temperature || &
& Size auto

= Type Gauge v

T Label Current

X Value format | {{value}}

I Units °C

Range min 0 max 30

Colour gradient - -
Sectors 0 15 25 w30
% Name current temperature
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Temperature

125

10
11:11:00

Current

/

17.95

C

Last hour

.............
-------

11:21:00

30

11:39:00

Pressure
980
1,0878
1,025

Current

|

1011.8

hPa

Last hour

1,012.5— | wovinmsamovse sepivminiampmspninpupsmmprinns

1,000

990
11:17:.00

11:27:00

11:39:00

Humidity
Current
0 5 100
Last hour

100
50
25
0

11:17:00 11:27:.00 11:39:00



) INFLUMDS

Base de dades

Especifica per séries temporals
Sense estructura

Taules => Measurements/Series
Camps => Tags/Fields

API HTTP

Retention policies

Continuous queries

Open source

THE THINGS
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e Y

Luda,

time series

i



@) INf

$ influx -precision "rfc3339"
InfluxDB shell 0.10.0

> create database ttncat

> use ttncat

Using database ttncat

> select x from "ttncat-taller"
name: ttncat-taller

time device humidity port pressure temperature
2019-09-17T21:29:54.721268783Z wcbn2-01 71 10 1014.95 26.46
2019-09-17T21:30:21.520116020Z wcbn2-01 71 10 1014.95 26.44
2019-09-17T21:30:49.1849827917 wcbn2-01 71 10 1015.00 26.44
2019-09-17T21:31:17.147908115Z wcbn2-01 71 10 1015.00 26.46

2019-09-17T21:31:44.521738735Z wcbn2-01 71 10 1015.01 26.47



msg.measurement = msg.payload.app_id;
msg.payload = [
msg.payload.payload_fields,
{
"device": msg.payload.dev_-id,
"port": msg.payload.port
}
13

return msg;

= NODE-RED - INFLUDB €20

uplink [ — query —_— influxdb  ———
. connected \ ‘

THE THINGS
NETWORK

£ Server influxdb:8086/ttncat j g

N
Measurement

(] Advanced Query Options

¥ Name influxdb

Tip: If no measurement is specified, ensure msg.fneasurement
contains the measurement name

= Host influxdb Port | 8086
£ Database ttncat

& Username

& Password

(] Enable secure (SSL/TLS) connection

¥ Name
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15 GRATANA

e Eina de graficat i analitica

e Especialment dissenyada per dades
temporals.

e Origens de dades (data sources):
Elasticsearch, Graphite, Prometheus,
MySQL, PostgreSQL, InfluxDB,...

e Aplicatiu web

e Open source

M




NFLUXDB - GRAFANA

# Configuration ) Data Sources / ttncat @ influxdb

€ Data Sources & Us & Teams % Plugins == Preferences A, APIKeys
Settings

Choose data source type
A
CloudWatch Elasticsearch
=

Graphite InfluxDB

InfluxDB Details

Dat

Database Access

http://localhost:3000 T

)

THE THINGS
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Anomena la connexid

URL del servidor
[http://influxdb:8086]

Nom de 1la base de dades
[ttncat]

Comprovar i desar



Temperatura (mitja minutal)

== ttncat-tallermean

Graph T Metrics / Legend Display Alert Time range

Data Source  default ~

default  ttncat-taller device = lopy4-01  +
field (temperature) ~ mean ()
time (1m)  fill (null) +

Time series  ~

B Add Query

THE THINGS
NETWORK

» Options » Help » Query Inspector
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thi+

Temperatura (mitja minutal)

Temperatura

Pressi6 (mitja minutal) Temperatura (mitja minutal)

1

i6 atmos 2 1011.2hPa 1011.8 hPa 1011.7 hPa 1011.5hPa Humitat relativa




LEGRAM BOT ((@BOTFATHER

Xose

/newbot

BotFather

Alright, a new bot. How are we going to call it? Please
choose a name for your bot.

Xose

taller-ttncat

BotFather

Good. Now let's choose a username for your bot. It
must end in “bot’. Like this, for example: TetrisBot or
tetris_bot.

Xose

taller_ttncat_bot

&

THE THINGS
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BotFather

Done! Congratulations on your new bot. You will find it
at t.me/taller_ttncat_bot. You can now add a description,
about section and profile picture for your bot, see /help
for a list of commands. By the way, when you've
finished creating your cool bot, ping our Bot Support if
you want a better username for it. Just make sure the
bot is fully operational before you do this.

Use this token to access the HTTP API:

Keep your token secure and store it safely, it can be
used by anyone to control your bot.

For a description of the Bot API, see this page:
https://core.telegram.org/bots/api

©
'l

L B36% e & SEND



LEGRAM BOT (@MYID _BOT

Wednesday, September 18, 2019

Xose
/start

My ID
Hola, este bot te dira tu id de Telegram. Escribe /id para
ver tu ID de usuario y /chatid para ver el ID del chat.

Xose
/chatid

My ID
The chat id is S—

© oc oc

THE THINGS
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Sensor BME280:

== Nooe-heD - Teteing)

THE THINGS
NETWOREK

© Bot-Name ttncat-taller

&, Token

{
Temperatura: {{ payload.payload_fields.temperature }3}C "chatId": XXXXXXXX,
Humitat: {{ payload.payload_fields.humidity }}% "type": "message",
Pressid: {{ payload.payload_fields.pressure }}hPa "content": "{{ payload }}"
}

Output as “parsed JSON”!!
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== Nooe-heD - Teteing)

Wednesday, September 18, 2019

TTNCat Bot

Sensor BME280:

Temperatura: 26.48C
Humitat: 71%
Pressio: 1014.45hPa

b BOU 9 O©® sen
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i= Alert Rules A, Notification channels

5 . Graph General Metrics Axes Legend Display Alert Time range
New Notification Channel P

Name Telegram | Alert config Alert Config

Type Telegram Notifications (1 Name Temperatura (mitja minutal) alert

Send on all alerts o ] State history Evaluate every m For 5m
Include image : Delete

Conditions
Disable Resolve Message
WHEN avg () OF query (A, 5m, now)

Send reminders
+

Telegram API settings

If no data or all values are null SETSTATETO  No Data
BOT API Token

Chat ID

Test Rule
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Grafics de la Wikipedia i de The Things Network



