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&l CONsoLE Applicstions  Gateways G roseverez

EDITION
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Des de la consola de TTN podem gestionar les passarel-les
aplicacions. També podem monitoritzar el trafic que passa o Applications & tincat-talle
arriba a qualsevol de les dues i veure els continguts si
tenim les claus de desxifratge.

Overview Devices Payload Formats Integrations Data Settings

APPLICATION OVERVIEW

Els nodes (devices) estan associats a les aplicacions. . documentation
Podem donar-ne d’alta, configurar el mode en que es ttncat-taler

connectaran a la xarxa (OTAA o ABP), veure els missatges o R

que envien o enviar nosaltres un missatge a qualsevol Created

2days ago

dispositiu.

Handler

ttn-handler-eu (current handler)

També des de 1’aplicacidé podem fer +integracions amb

diferents serveis online com ara IFTTT.
APPLICATION EUIS © manage euis

<> = 70B3D57EDO 00 9F 6C 5]

DEVICES register device {3 manage devices
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URL: console.thethingsnetwork.org Please login

EMAIL OR USERNAME

User: ttncat-tallers

PASSWORD

Clau: ttncat-tallers fa



CONSOLATIN

Cada dispositiu té unes claus
per accedir a la xarxa (network
session key) i connectar-se amb
un aplicatiu (application
session key).

Aquestes claus es poden gravar
al firmware (ABP, Activation by
Personalisation) o negociar-se
en el moment de fer el join
(OTAA, Over the Air Activation).

Amb OTAA el dispositiu caldra
estar donat d’alta a l’aplicatiu
(Device EUI).

Applications £ pyladies-20181023 Devices @ ttn-lopy4-01

DEVICE OVERVIEW

ApplicationID  pyladies-20181023

Device ID ttn-lopy4-01

ActivationMethod =~ OTAA

70B3D5499C47 23 E8

ApplicationEUlI <> = 70B3D57EDOO13A9B

AppKey < = ©

Status never seem
Framesup O reset frame counters

Frames down 0

\
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HARDWARE (L0PY / LOPYE)
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Espressif ESP32. Xtensa dual-core 32-bit LX6
microprocessor, up to 240 MHz

512Kb RAM, 4MB external flash

802.11 b/g/n 16mbps

Bluetooh LE and classic

868 LoRa +14dBm, LoRaWan stack class A&C
2xUART, 2xSPI, I2C, I2S, micro SD card
8x 12bits ADCs

4x 16bits Timers

24x GPIOs

Ethernet MAC

SSL/TLS support

WPA Enterprise security

FCC & CE certs



A Absolute MAX per pin 12mA
recommended 6mA

LoRa External Antenna Connector
Reset Button

RST 2 .
PROGRAM | RX0_ CLKOUT2) [ UoRXD_ GPIO 5 N
Port X0 CLKOUT3) [ oTXD | BwAcRXD2 '8‘ go [~ ETE A Up to 1.2-A Maximum Load Capability
RGB_LED CLKOUT1 | Touchl | [RTCIO11 z & GPI014 | BACTXD2 RTCI016 | [ Touch6
7X1 | @EED Ws2DATAL (SODATAL) | HSPIHD. Touch® | (RTCI010 30 GPI025 | EMACRXDO) RTCI06
RXL Hs2CMD || sCMD | (HsPICS@) | mMTDO | Touch3 | (RTCIO13 = b o) GPI026 | EMACRXDT RTCIO7
A HS1DATAG VSPICSO g §3 GPI033 RTC108 | [ Touch8
Connected to Touch7 | (RTCI017 T GP1032 RTC109 | [ Touch9
LoRa module VSPIQ o & GP1034 RTCIO4
SDDATA®) | HSPIWP Touch2 | (RTCI012 5 2 - GP1035 RTCI05
SDA | MEEID Hs2DATA2) (soDATA2) | Hsp1Q | | miDI |[ Touch5 | (RTCIO15 6PI012 g ° ~ GPI039 RTCIO3
(cLk [ scL | D s2DATA3 (soDATA3) [ HsPIID | | MTCK |[ Touchd4 | (RTcI014 6PI013 = GPI038 RTCI02
MOST P11 VSPIWP | UBRTS | BACTXD1 | GPI022 5 @ o GPI037 _ RTCIO1
P12 VSPIHD BACTXEN | 6PI021 &9 S 'U GPI036 RTCI00 |
> 8
. @ rrpycom
WiFi / Bluetooth External Antenna Connector
I="1]
@ rover
& oo Low Level Bootloader
Serial Pin +
Analog Pin
Control Boot modes and safe boot
@ Physical Pin P12 53 Internal Functions
{ Port Pin 1-3 sec Safe boot, latest firmware is selected 6PI018 wriCLK | (1s1DATA7 | LoRa Reset
___ Touch Pin dobsec. Safe'h ) . Lected 6PI016 | BAcCLKOUT | wRD | (1siDATA4 | External Antenna Switch
[ |DAC Pin +0 S€C. Safe boot, previous user update selecte 6PI023 werID | (#s1STROBE) LoRa Interrupt
-\~ PWM Pin 7-9 sec Safe boot, the factory firmware is selected | si0ATAS | LoRa Select

27 GPIO17 || 640180 w2DD

==
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. Output ONLY.

HSPICLK | sDCLK || Hs2CLK
(oacD)
(bAc2.
XTAL32
XTAL32
werl Only Input pins! Pig
VDETZ) (e lelup/pulldownA
sensW | jnterpal resistance @
SensCN
SensCP MISO @
SensVP

Hack your LoPy

Connect to a 10nF capacitor to
enable Touch Pin function

22/03/18
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A Absolute MAX per pin 12mA
recommended 6mA

WS2812 LED
(868/915 MHz) LoRa/ Sigfox antenna port

LoRa (433 MHz) Antenna
Reset Button

PROGRAM

lcLkouT2 (" vorXD
Port

RGB_LED (cLkOUT1 [ Touchl | (RTcI011) (ADC2,
[TX1 s2DATAL (sDDATAL) | HSPIHD | )

yo019n|g

RTCIO6 | (DAC_1 ]

[RX1 | Hs2CMD | | soCMD | (HsPICSO) RTCIO7 DAC 2 )

A [Hs1IDATAG RTC108 | [ Touch8 | [ XTAL32 |

Connected to RTC109 | ( Touch9 ) | xTaL32 |

LoRa / Sigfox [ vspIQ RTCIO4 | [ voer1 | P18

module [Ps ] SDDATA®) [ HSPIWP ) (Touch2 ) [RTcI0 p102 "RTCIO5 [ wer2 | Only Input pins!
(DA | WEEI (+52DATA2 (s0DATA2) | HsprQ | [ MDI [ Touch5 ) (RTcI015) eucTxD3 [ 6pro12 |FE]

RTCIO3 | sensv | Mo pullup/pulldoun A\
internal resistance

(cik)(scL) (Hs2DATA3 (soDATA3) | HsPIID | | MTCK [ Touch4 |(RTc014) (ADC2.4) [vAcRXER [ GP1013 |1 [ RTCIO2 SensCN | P15

(MOST | [ vspIWP [(uoRTS | lBucTX01) | Pr022 | EE) (ADCI RTCIOL | SensCP | (mISo) @
P12 (VSPIHD | [pucTXEN [ epro21 | (72 ( RTCI0O SensVP |

WiFi external / internal
antenna selection control pin

Hack your LoPy4
WiFi/ Bluetooth External Antenna Connector —e

Connect to a 10nF capacitor to
enable Touch Pin function

@ rover

Low Level Bootloader

| Serial Pin +
Analog Pin

[ Control Boot modes and safe boot

- Physical Pin 4 Internal Functions

O i ( ) (o> | (i1STROBE] LoRa / Sigfox Interrupt
port Pin 1-3sec  Safe boot, latest firmware is selected ‘,GPIOB oot j Loka 7 1grox “hnterrup
Touch Pin 6P1018 | (ewucc0180) [ wTXD | [nsibATAS | LoRa / Sigfox Select

[ 2 DAC Pin 4-6sec Safe boot, previous user update selected :

Ao PWM Pin 7-9scc  Safe boot, the factory firmware is selected

04/07/18
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MICROPYTHON BY PYCOM o

CATALUNYA

https://micropython.org/

https://github.com/micropython/microp
ython

https://docs.pycom.io/

https://github.com/pycom/pycom—-microp
yvthon-sigfox

“MicroPython is 1intended for
constrained environments, 1in
particular, microcontrollers, which
have orders of magnitude less
performance and memory than "desktop"
systems on which CPython3 runs.”



https://micropython.org/
https://github.com/micropython/micropython
https://github.com/micropython/micropython
https://docs.pycom.io/
https://github.com/pycom/pycom-micropython-sigfox
https://github.com/pycom/pycom-micropython-sigfox

ATOM - INSTAL- LAR PYMAKR THE THINGS

CATALUNYA
ttings — ~/workspace/ttncat/termostat/lopy — Atom

¥ Settings

Install Packages
Packages are he

pymakr Packages

pymakr 1.4

Install

gcc-make-run

&> Install

linter-elm-make

vla with alm-mala
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Project

v i utils
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thermos py — ~/workspace/ttncat/termostat/lopy — Atom

File Edit View Selection Find Packages Help

Project thermostat.py

v i lop
v [ thermostat

thermostat.py

v i utils




VSCODE -

File Edit Selection View Go Debug Terminal

ETPLAC

pymakr

Pymakr 1.0.4 18K %25
Adds a REPL console to the terminal that...
Pycom fol

L

TAL-LAR PYMAKR

Help Extension: Pymakr - thermostat - Visual Studio Code

= Extension: Pymakr X

S ELG
Pycom | & 18517 | Y%k k%K | Reposit

Adds a REPL console to the terminal that connects to your Pycom board. Run ...

Disable v Uninstall

Details Cont

Pymakr VSC Package

Pymakr enables you t mmunicate to your Pycom board using the build in command line REPL. Run a single

file to your board, ent ]| directly type and execute commands.

rks with macOs, Linux, and Windo
onn Pycom board: WiPy, W 0, LoPy, and any newer board

» Works best with firmware and higher. Earlier firmware might have unexpected behaviour

when synchronizing files over serial.
More info and documentation can be found on
Dependencies

+ NodeJs installed on your system (6.9.5 or higher)

Usage

Pmaster* © Python2.7.1264-bit @0 A0 « PycomConsole PRun 4 Upload w Download :=All commands

THE THINGS
NETWORK



VSCODE - PYMAKR CONFIG

CATALUNYA

EXP {} pymakr.json

4 OPEN EDITORS home b x

p X {} pymakrjson

4 THERMOSTAT

boot.py
% .-

» example-pol
example-threai
example-tim y
example-tmp35.py
example-wifi,
get_eui.py
main.py
set-lora-mac.py
mostat.py
1: Pycom Console
ing on

Running

# b OUTLINE

Pmaster* < Python2.7.1264-bit @0 A0 «PycomConsole PRun 4 Upload w Download :=All commands Ln12,Col2 TabSize:4 UTF8 LF JSON @ A




VSCODE - PYMAKR UPLOAD

File Edit Selection View Go Debug Terminal Help Extension: Pymakr - thermostat - Visual Studio Code

@ EXPLC Extension: Pymakr %
4 OPEN EDITORS
Extension: Pymakr Pym a kl'

4 THERMOSTAT

Pycom | & 18517 | %k k¥ | Repository

Adds a REPL console to the terminal that connects to your Pycom board. Run ...

Disable vy Uninstall

mple-pc 0 e Ctrl+Enter
h Open Con

Open in Terminal

<r VSC Package

Select for C

main.py - dle u to communicate to your Pycom board using the build in comm: ne REPL. Run a single
set-lora-m C »oard, sync your entire project or directly type and cute commands.

thermostat 5
s with macOs, Linux, and Windo
Rename to any Pycom board: Wi ViPy 2.0, LoPy, and ai ewer board
Delete L est with firmware 1.6. and higher. Earlier firmware might have unexpec

™ synchronizing files over serial.
Pymakr > Run current file

1d documentation can be found on

Debug All Unit Test encies
Run All Unit T¢

JS installed on your system (6.9.5 or higher)
Run Python File in Terminal

't" Usage
T b outLINE
P master* © Python2.7.1264-bit @0 A0 + PycomConsole PRun 4 Upload w Download

THE THINGS
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https://github.com/ttncat/termostat/tree/master/lopy

[ ttncat / termostat @unwatch~ 3 Kunstar 4 | ¥Fork 0
<> Code Issues 0 Pull requests 0 Insights
Branch: master v = termostat / lopy / Create new file ~ Upload files  Find file = History
. xoseperez Small changes Latest commit deafe6d 2 hours ago
| thermostat Small changes 2 hours ago
I utils More code for the LoPys 16 hours ago
[©) README.md LoPy resources 6 months ago
E pymakr.conf Move pymakr config file 16 hours ago
README.md 7’

Termostat amb PyCom LoPy

Exemple de comunicacio bidireccional sobre TTN amb un PyCom LoPy.

LR e DB W) Follow @ttncat 734

Hardware



/:qrr-

Broker

THE THINGS

NETWORK
CATALUNYA




APLICATIV (NODE-RED

L’aplicatiu de desti pot ser el
que volguem. Ens podem connectar a
TTN des de qualsevol aplicatiu que
“parli” MQTT.

1 ttnsend

function

Node-RED és un entorn de treball

function ()

on podem definir la logica de T e

1’aplicaci6é a partir de nodes que
reben, manipulen i re-envien " comen
missatges.

switch ()

change )

La gent de TTN ha creat un plugin
especific (node-red-contrib-ttn)
gque ens permet rebre notificacions
i rebre missatges (uplink) o
enviar-ne (downlink).

delay ()

tigger ()

)| hitp request (1

top request ()

§

D 127.00.1:1880/#

o — SRRRHIED

® connected
tin.uplink
® connected

THE THINGS
NETWORK

Node-RED - Firefox Developer Edition

7 —
o — build_downlink \
ttn downlink

@ connects

heater

heater_mode

min_temperature

max_temperature

set_mode

set_min_temperature

set_max_temperature



APLICATIV (NODE-RED

A més Node-RED disposa d’un senzill entorn grafic on
visualitzar la informacidé i interactuar amb ella
(node-red-dashboard) .

Aquest entorn ens permet fer, per exemple, el control del
nostre termostat i definir si volem que el calefactor estigui
obert, tancat o que depengui de la temperatura.

Un aspecte 1important a tenir en compte és que Node-RED és una
aplicacio web, de manera que el podem tenir executant-se en un
servidor web (que suporti node.js) i accedir-hi des de
qualsevol lloc: des de 1’ordinador de casa, el mobil en el tren
cap a la feina o des de Fuerteventura.

\
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N
Node-RED Dashboard - Firefox Developer Edition BE

& Node-RED Dashboard X =+

i) 127.001

Thermostat

Temperature

187

Heater status

Heater mode  OFF

Turn heater on when below Turn heater off when above
18 21
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GRACLES
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thethingsnetwork.cat - ttn.cat
@ttncat a twitter

@O0

Grafics de la Wikipedia i de The Things Network



